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1 Purpose 

1.1 The Data ProtecƟon Policy sets out Cromwood Housing Limited (CHL) commitment to protecƟng 
personal data, and how it implements that commitment concerning the collecƟon and use of 
personal data in line with the legal requirements. 

2 IntroducƟon and aims 

2.1 CHL’s policy is to ensure that everyone who has dealings with CHL has a right to privacy and to expect 
that all personal informaƟon about them will be handled sensiƟvely and with due regard to its 
confidenƟality.  

2.2 This policy covers, but is not limited to, personal data and special categories of personal data as 
defined by GDPR. 

2.3 Personal data is defined as any informaƟon relaƟng to an idenƟfied or idenƟfiable living person (‘data 
subject’); an idenƟfiable living person is one who can be idenƟfied, directly or indirectly, in parƟcular 
by reference to an idenƟfier such as a name, an idenƟficaƟon number, locaƟon data, an online 
idenƟfier to one or more factors specific to the physical, physiological, geneƟc, mental, economic, 
cultural or social idenƟfy of that living person. 

2.4 Special categories of personal data is separately defined within the GDPR and covers racial or ethnic 
origin, poliƟcal opinions, religious or philosophical beliefs or trade union membership, processing of 
geneƟc data, biometric data for the purpose of uniquely idenƟfying a natural person, data concerning 
health or data concerning a person’s sex life or sexual orientaƟon.  

2.5 CHL will: 

2.5.1  comply with the law regarding the protecƟon and disclosure of informaƟon, treat all personal 
and sensiƟve organisaƟonal informaƟon as confidenƟal. 

2.5.2  not disclose personal informaƟon without the prior express consent of the individual 
concerned, except in the circumstances outlined below in the secƟon on disclosure. 

2.5.3  not gain or aƩempt to gain access to unauthorised informaƟon.  

2.6 All staff have a duty to respect confidenƟality of personal informaƟon held by CHL. In meeƟng this 
duty staff are expected to exercise judgment and common sense.  
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2.7 CHL has nominated a member of staff to act as CHL Data ProtecƟon Officer (DPO). The DPO for the 
CHL Group is the Strategic Director. All enquiries regarding data protecƟon must be passed to the 
DPO.  

2.8 The GDPR is enforced by the InformaƟon Commissioners Office which has extensive powers under 
the GDPR to take acƟon against organisaƟons which breach data protecƟon law. This includes 
substanƟal fines as well as other regulatory acƟon such as enforcement noƟces. 

3 Policy Statement 

3.1 Employees and residents have a right to view personal informaƟon about themselves and their 
family. They are enƟtled to know: 

3.1.1  what data is held or otherwise processed about them; 

3.1.2  the purposes of the processing; 

3.1.3  the categories of personal data concerned; 

3.1.4  the recipients or categories of recipient to whom the personal data have been or will be 
disclosed, in parƟcular recipients in third countries or internaƟonal organisaƟons; 

3.1.5  where possible, the envisaged period for which the personal data will be stored, or, if not 
possible, the criteria used to determine that period; 

3.1.6  the existence of the right to request from the controller recƟficaƟon or erasure of personal 
data or restricƟon of processing of personal data concerning the data subject or to object to 
such processing; 

3.1.7  the right to lodge a complaint with the ICO; 

3.1.8  where the personal data is not collected from the data subject, any available informaƟon as to 
their source; 

3.1.9  the existence of automated decision-making, including profiling and in those cases at least, 
meaningful informaƟon about the logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject. 

3.2 CHL will only process personal data if one or more of the condiƟons set out in ArƟcle 6 of the GDPR 
have been saƟsfied. The relevant condiƟons for CHL’s acƟviƟes are: 

3.2.1  processing is necessary for the purposes of the legiƟmate interests pursued by CHL or by a 
third party, except where such interests are overridden by the interests or fundamental rights 
and freedoms of the resident or employee which require protecƟon of personal data, in 
parƟcular where the data subject is a child.  

3.2.2  the express consent of the resident or employee is obtained prior to the processing of 
personal data. Consent must be freely given; it must also be specific and informed. It must be 
given by an unambiguous statement or by clear affirmaƟve acƟon signifying the data subject’s 
agreement to the processing. In pracƟce this means that wherever possible consent should be 
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obtained in wriƟng and signed by the subject with clear wording in plain English explaining 
precisely what they are agreeing to.  Where wriƩen consent is not possible, verbal consent 
can be given but the terms of the consent must be clearly given to the subject and a wriƩen 
record of the consent kept. 

3.2.3  processing is necessary for the performance of a contract to which the resident or employee 
is party or in order to take steps at the request of the resident or employee prior to entering 
the contract; 

3.2.4  processing is necessary for compliance with a legal obligaƟon to which CHL is subject; and 

3.2.5  processing is necessary in order to protect the vital interests of the resident or employee or of 
another natural person. 

3.3 Personal informaƟon – especially special categories personal informaƟon – about employees and 
residents is shared only with staff who need to know the informaƟon in order to carry out their 
legiƟmate duƟes. This may involve sharing informaƟon between individuals in different departments. 
Where appropriate, CHL sets up protocols to clarify how this operates in pracƟce to ensure that only 
those people who have a need to know are able to access personal data of employees or residents. 

3.4 CHL will only collect and process special categories personal data if one of the condiƟons set out in 
ArƟcle 9 of the GDPR or Schedule 1 of the Data ProtecƟon Act 2018 have been saƟsfied. The relevant 
condiƟons for CHL’s acƟviƟes are: 

3.4.1  the data subject has given explicit consent to the processing of the personal data for one or 
more specified purposes. Consent must be freely given as set out in clause 3.2 (ArƟcle 9 
GDPR); 

3.4.2  processing is necessary for the purposes of carrying out the obligaƟons and exercising specific 
rights of the controller or of the data subject in the field of employment law and the 
controller has an appropriate policy document in place (ArƟcle 9 and Schedule 1 DPA 2018); 

3.4.3  processing is necessary to protect the vital interests of the data subject or of another person 
where the data subject is physically or legally incapable of giving consent (ArƟcle 9); 

3.4.4  processing relates to personal data which have been made public by the data subject (ArƟcle 
9); 

3.4.5  processing is necessary for the establishment, exercise or defence of legal claims or whenever 
courts are acƟng in their judicial capacity (ArƟcle 9); 

3.4.6  processing is necessary for reasons of substanƟal public interest. (The only categories in this 
subsecƟon potenƟally relevant to CHL are the administraƟon of jusƟce (i.e. providing 
informaƟon to the Court or those pursuing proceedings) ; and prevenƟng or detecƟng 
unlawful acts)  (ArƟcle 9 and Sch 1 DPA 2018); 

3.4.7  processing is necessary for the purposes of prevenƟve or occupaƟonal medicine, for the 
assessment of the working capacity of the employee, medical diagnosis, the provision of 
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health or social care or treatment or the management of health or social care systems and 
services (ArƟcle 9 and Schedule 1 DPA 2018). 

3.5 These condiƟons are liƩle changed from those which applied under Schedule 3 Data ProtecƟon Act 
1998 and the Data ProtecƟon (Processing of SensiƟve Personal Data) Order 2000. 

4 Right of Access to Personal InformaƟon  

4.1 In addiƟon to their rights under this policy all of CHL’s employees and residents and anyone else in 
respect of whom personal data is processed have a right to ask CHL, under the GDPR, for personal 
informaƟon held about them and this secƟon details the informaƟon they are enƟtled to see under 
the GDPR.    

4.2 The rights of our employees and residents under the GDPR are set out here for completeness (see 
also CHL’s Subject Access Request Procedure which explains why it is more appropriate to make a 
subject access request), within one month of a wriƩen request a data subject is enƟtled to: 

4.2.1  be told whether personal data, of which he or she is the subject, is held in CHL’s records, or 
otherwise processed by CHL; 

4.2.2  be given a descripƟon of the personal data, the purpose for which the data is being or may be 
processed and the persons or classes of persons to whom the data has been or may be 
disclosed; 

4.2.3  have communicated to them in an intelligible form the informaƟon consƟtuƟng the personal 
data held about them and any available detail as to the source of that informaƟon; 

4.2.4  be told the envisaged period for which the data will be stored or, if not possible, how it will be 
decided when it will be destroyed; 

4.2.5  be informed of their right to erasure of personal data; the right to object to processing; the 
right to recƟficaƟon of data; to restricƟon on processing; and the right to object to 
processing; 

4.2.6  be informed of their right to complain to the ICO; and 

4.2.7  know of the existence of any automated decision-making, including profiling, and in those 
cases, meaningful informaƟon about the logic involved, as well as the significance and the 
envisaged consequences of such processing for the data subject. 

5 Access to Personal InformaƟon Refused 

5.1 CHL reserves the right to refuse the employee or resident access to informaƟon if:  

5.1.1  it would idenƟfy another individual who has not consented to the disclosure Note: 
organisaƟons are not covered by GDPR so informaƟon about them may be disclosed. 
However, to avoid any claims of breach of confidenƟality, their consent should be sought and 
disclosure should only be made without their consent if it cannot reasonably be obtained and 
it is reasonable in all the circumstances to make disclosure 
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5.1.2  it is legally privileged correspondence e.g. between CHL and its solicitors  

5.1.3  the data is held for management forecasƟng or management planning if the disclosure is 
likely to prejudice that acƟvity e.g. informaƟon about plans to promote, transfer or make a 
worker redundant  

5.1.4  informaƟon containing details of CHL’s  intenƟons concerning negoƟaƟons with an employee 
may be withheld to the extent to which access would be likely to prejudice those negoƟaƟons  

5.1.5  the informaƟon consists of a reference given or to be given in confidence by the employer for:  

5.1.5.1 the educaƟon, training or employment of the worker  

5.1.5.2 the appointment of the worker to any office  

5.1.5.3 the provision by the worker of any service  

5.1.6  the informaƟon is held for:  

5.1.6.1 the prevenƟon of the detecƟon of crime; and/or  

5.1.6.2 the apprehension or prosecuƟon of offenders; and/or  

5.1.6.3 the assessment or collecƟon of any tax or duty or any other imposiƟon of a similar 
nature where access would be likely to prejudice any of the above maƩers  

5.1.6.4 the informaƟon was provided in confidence by a third party e.g. social workers, 
doctors, solicitors, local councils or the DSS  

5.1.6.5 in the opinion of CHL or a health professional it would be likely to cause serious 
harm to the physical and/or mental health of a resident or another person;  

5.1.6.6 the informaƟon requested relates to non-personal details such as property records 
or maintenance details. The associaƟon is only obliged to provide access to 
personal informaƟon about the resident and someƟmes about their family. 

6 Disclosure 

6.1 Disclosure of personal informaƟon outside CHL will only be made with the informed express consent 
of the individual concerned except: 

6.1.1  to comply with the law (e.g. the police, Inland Revenue, Council Tax RegistraƟon Officer, Social 
Security Fraud Act) or a court order 

6.1.2  where there is a clear health or safety risk to an individual or members of the public, evidence 
of fraud against CHL, other irregular behaviour or a maƩer CHL is invesƟgaƟng 

6.1.3  in connecƟon with court proceedings or statutory acƟon to enforce compliance with tenancy 
condiƟons (e.g. applicaƟons for possession or for payment of Housing Benefit direct) 
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6.1.4  where CHL has entered into a formal protocol with the police or a local authority department; 
and 

6.1.5  providing the name, address and contact number of a resident to contractors or other agents 
providing services on CHL’s behalf. 

7 Accuracy of Personal InformaƟon: right of recƟficaƟon  

7.1 An employee, resident, former resident or applicant for housing may challenge the informaƟon held 
by CHL on their parƟcular file if they feel it to be incorrect and can provide evidence to support this.  

7.2 The right of recƟficaƟon under the GDPR (ArƟcle 16) enƟtles the data subject to obtain from the 
controller without undue delay the recƟficaƟon of inaccurate personal data concerning him or her. 
Taking into account the purposes of the processing, the data subject shall have the right to have 
incomplete personal data completed, including by means of providing a supplementary statement. 

8 Rights of erasure, restricƟon on/objecƟon to processing and withdrawal of consent 

Erasure 

8.1 Under the GDPR the rights of data subjects are extended to give individuals more protecƟon and 
greater control over their personal informaƟon. 

8.2 The right to erasure is also known as ‘the right to be forgoƩen’. This enables an employee or resident 
to request the deleƟon or removal of personal data where there is no compelling reason for its 
conƟnued processing by CHL. 

8.3 The right to erasure does not provide an absolute ‘right to be forgoƩen’. Individuals only have a right 
to erasure where: 

8.3.1  the personal data is no longer necessary in relaƟon to the purpose for which it was originally 
collected/processed. 

8.3.2  where the individual withdraws consent. 

8.3.3  where the individual objects to the processing and there is no overriding legiƟmate interest 
for conƟnuing the processing. 

8.3.4  the personal data was unlawfully processed (i.e. otherwise in breach of the GDPR). 

8.3.5  the personal data has to be erased in order to comply with a legal obligaƟon. 

8.3.6  the personal data is processed in relaƟon to the offer of informaƟon society services to a 
child. 

8.4 CHL can refuse to deal with a request to erase where the personal data is processed for the following 
reasons: 

8.4.1  to exercise the right of freedom of expression and informaƟon; 

8.4.2  to enable funcƟons designed to protect the public to be achieved e.g. government or 
regulatory funcƟons 



 

 
Document No. CHG08 Sheet: 7 of 8 
Revision No. 2.1 Issue Date: 10/09/2024 

8.4.3  to comply with a legal obligaƟon or for the performance of a public interest task or exercise of 
official authority; 

8.4.4  for public health purposes in the public interest; 

8.4.5  archiving purposes in the public interest, scienƟfic research historical research or staƟsƟcal 
purposes;  

8.4.6  the exercise or defence of legal claims; or 

8.4.7  where the organisaƟon has an overriding legiƟmate interest for conƟnuing with the 
processing 

RestricƟon on processing 

8.5 A data subject has the right to require a controller to stop processing his/her personal data. When 
processing is restricted, CHL are allowed to store the personal data, but not further process it.  

8.6 CHL will be required to restrict the processing of personal data in the following circumstances: 

8.6.1  Where an individual (usually but not solely, employees or residents) challenges the accuracy 
of the personal data, we must restrict processing unƟl we have verified its accuracy 

8.6.2  Where an individual has objected to the processing (where it was necessary for the purpose 
of legiƟmate interests), and we are considering whether our legiƟmate grounds override 
those of the individual. 

8.6.3  When processing is unlawful and the individual requests restricƟon instead of erasure. 

8.6.4  If we no longer need the personal data but the individual requires the data to establish, 
exercise or defend a legal claim. 

8.6.5  If we have disclosed the personal data in quesƟon to third parƟes, we must inform them 
about the restricƟon on the processing of the personal data, unless it is impossible or involves 
disproporƟonate effort to do so. 

8.7 We must inform individuals when we decide to remove the restricƟon giving the reasons why. 

ObjecƟon to processing 

8.8 Individuals have the right to object to processing based on legiƟmate interests or the performance of 
a task in the public tasks/exercise of official authority; direct markeƟng (including profiling); and 
processing for purposes of scienƟfic/historical research and staƟsƟcs.   

8.9 The only category relevant to CHL is where we process personal data for the purposes of our 
legiƟmate interests.  In that case, where an individual (resident or employee) objects, we must stop 
processing the personal data unless: 

8.9.1  we can demonstrate compelling legiƟmate grounds for the processing, which override the 
interests, rights and freedoms of the individual; or 

8.9.2  the processing is for the establishment, exercise or defence of legal claims. 
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Withdrawal of consent 

8.10 An individual has the right to withdraw consent at any Ɵme. 

8.11 If the basis on which personal informaƟon is being processed is the consent of the individual, then 
that processing must stop. 

8.12 It may be that another reason for processing can be relied on such as legiƟmate interests.   

8.13 In pracƟce a withdrawal of consent is likely to be accompanied by a request to erase in which case 
CHL will need to rely on one of the other excepƟons to erasure e.g. overriding legiƟmate interest. 

9 ResponsibiliƟes 

9.1 The Finance Director shall be responsible for managing and resourcing this policy, and monitoring its 
effecƟveness 

10 Performance, Monitoring and EvaluaƟon 

10.1 The Board shall receive a report in the event that data protecƟon measures have failed. The Finance 
Director shall report periodically regarding the controls that are in place regarding the security of 
tenant data and how it might be improved. 

10.2 This policy will be subject to review no later than three years from the date of approval, or sooner if a 
substanƟal change in circumstances requires. 

 


